[image: Logo 87-0-72-69]
Energy Resource Economics


SMART INVERTER WORKING GROUP MEETING
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Topics for discussion 
· October 27 CPUC workshop 
· Draft of SIWG Phase 2 Communications Recommendations 
· Discussions on protocols, cyber security and other communications issues 
· Frances would like to get clarification on exactly where Rule 21 will take affect with regard to communications between utilities to DER systems, utilities to facility energy management systems, and utilities to aggregators 
Brian Seal (EPRI) Presented 
· Brian discussed a reference sketch of utility or aggregator to communication systems to DER Plants (built per rule 21) 
· These relationships are two way  
· Utility <->communication system <-> DER plant 
· DER plants 
· DER plants need a consistent standard at the "edge" of the plant 
· What is inside the site is out of scope 
· Plumbing, etc. change over time and are not relevant for outsiders 
· Everything in the plant might be put in place at plant construction 
· Communication 
· Technologies vary and change over time 
· May not be deployed for years, or never 
· The inner workings of this communication system could be kept out of scope 
· Parties discussed the detailed reference sketch of communications systems 
· Within communication systems are two parts communicating in some way 
· [bookmark: _GoBack]Headened (sp?) systems 
· Modems 
· Certain items in modem must be standardized so modem can be moved to different plants if necessary  
· There are thousands of modems out there in the utility industry for connecting things  
· Use different frequencies and other specifications  
· Frances noted that there are different cell and media systems but from the standpoint of a communications application layer protocol, you need to be going end to end 
· Allows them to change whatever media they want to b/c everyone is still speaking the same language 
· Parties discussed whether it is necessary to talk to DER 
· Frances noted that the relevant DER information can be placed somewhere the utility can access it 
· Like SDG&E, SCE noted it would prefer to have one interface and use one protocol but having issues with communication for aggregators 
· Parties discussed where the Rule 21 requirement would go and Frances noted that it seems SDG&E and SCE have an interface, say 2 on the diagram, and are willing to translate to 3 
· Frances thinks Rule 21 would take affect at the spot labeled 8 
· Parties discussed who is responsible for providing communications services 
· SDG&E noted that it wants a standard at nodes 2 or 3 so it has choices 
· Some noted that it would be good to have standards between 2 and 3 and at 8 
· PG&E noted that it is in agreement with SCE and SDG&E about layers 2, 3 and 8 and about leaving the network agnostic 
John Gillerman Presented on Technologies for Smart Inverter Communications 
· John noted that we may be talking about aggregations between 2 and 3 and individuals at 8 
· John noted that he has updated the presentation since he last gave it 
· John discussed new slide on simplified review of the communication technology 
· What are they trying to standardize? 
· John noted that we should agree on a set of services but how they are translated should be left open 
· Discussed different options and combinations for passing IEC 61850 data 
· First pass solution 
· Use HTTP/HTTPs because it's widely used and understood and device addresses are easily configured 
· Does not support simultaneous asynchronous reporting out from a device and control out from a DERMS 
· When you work as a web page the person at the other end is initiating communication and it's difficult for the web server to initiate.  
· There is no idea of a persistent connection with HTTP 
· Use XML b/c it supports self-description so the DERMS can discover the device data model 
· If one person is controlling the conversation, who is it? 
· Second pass solution 
· New protocols can support the notion of device discovery 
· Today, when you put in a URL it automatically gets converted to the IP address of the actual web server so we don't need to know the actual IP address of google 
· Doesn't give a directory of all the different providers of a particular service and this is what the device discover does 
· See what devices are online 
· Don't have to memorize the name of all of the different companies and devices 
· When the communication is actually be transmitted, it doesn't need to be readable. It just needs to be readable on the other end. This is called a binary encoding  
· Binary encoding can save space by working with compressed data 
· Only downside is that it requires a toolkit 
· Can develop a webpage using very simple tools but adding security to that webpage requires more advanced tools 
· Discussed additional benefits of IEC 61850 and IEC 62541 OPC UA over html 
· John discussed DNP3 
· Noted that he would skip this discussion currently but can discuss this more offline if people are interested 
· John Discussed Firewalls 
· SCADA Master  --- Network (includes relay) --- Device 
· There can be holes in the firewall and this is ok 
· Hole can allow device to communicate to SCADA Master 
· One way to deal with firewalls is a relay 
· Gets the message, looks at who it is for, and sends it on its way 
· Applications are changed but not a physical layer change 
· John discussed feature matrix but did not go over it closely 
· John discussed where TC 57 seems to be headed 
· TC 57 mandated reuse of substation automation technology  
· Means someone will be backwards compatible with 61850 and john is not sure that we have that requirement 
· Frances noted that 61850 is present at some levels (service not object) 
· TC 57 didn't think support of historical data access and availability of open source are important which differs from this group 
· Questions & Comments
· Parties noted that Jason (sp?) is another option to consider 
· John noted that it could be added to this presentation 
· Jason is a way of describing structures where both sides have to agree on the structure so what is passed between is readable on both ends 
· It's a middle ground between binary and xml 
Closing remarks 
· Frances noted that it is important to delve into all of these layers 
· SunSpec will give a presentation on layering issues next week 
· Frances noted that parties will hopefully get a sense of what decisions need to be made and what ones do not need to be made as these discussions continue 
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