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Admin
· CPUC workshop website will have all information next week
· There will be three topics
· Use cases and data requirements
· Cyber security
· Configurations and protocol 
· CPUC provided instructions for parties to email by close of business Monday If anyone has questions or wants to more formally discuss topics
· Jamie noted that the workshop agenda will be sent out as soon as Francis is ready and attached to the email with the agenda will be the draft document being discussed at the workshop
· Frances noted that we are at the stage where we will start making more formal comments in the document
Configurations and Protocols
· Frances noted that San Diego and some other utilities are going to select SEP 2.0 (SEP2) as the protocol for interactions with the utilities
· Utilities noted that the decision or selection has not been made and that SEP2 should be referred to as a leading candidate
· Utilities are having a call to discuss the issue soon
· Parties discussed shortcomings and benefits of SEP and using it as a starting point b/c SunSpec and others use
Current Communications "Agreements" and What Goes in Rule 21
· Frances expressed desire to figure out what goes in Rule 21 and what parties think should be covered in Rule 21
· Frances asked for parties, particularly utilities, to comment on what should be in Rule 21
· Parties discussed registration
· [bookmark: _GoBack]Data sets and performance requirements - Frances inquired if there will be minimum sets and performance requirements?
· Parties requested as much specificity as possible for performance requirements
· Parties agreed on the items that should not be included per Frances' list
SunSpec Primer on WAN Connectivity 
· Which WAN?
· Should we care about it?
· If we do care, what should we care about?
· Smart DER communications
· All WAN connectivity protocols only define the physical and MAC layers
· They are a layer by themselves
· The data transmission protocols cover all the network and transport layers
· Functions included as part of the protocols are compatible with smart energy
· Parties discussed application, presentation and session layers
· Parties commented that the protocols listed under each section are not interchangeable and independent of one another
· SEP 2.0 uses HTTP and has stuff above that including data object models so it's not that it is equivalent to HTTP
· Frances noted that ultimately they need a profile that spans all levels and lists what can be used
· Sunspec acknowledged that the dependencies are not all listed in this presentation
· WAN communication considerations
· SunSpec noted that performance vectors such as throughput, latency, congestion, packet loss and quality of service need to be understood
· Parties discussed security vectors
· Frances added accountability/non-repudiation to the discussion b/c there needs to be confirmation that data was received and viewed 
· SunSpec noted that it's important that data transmission is to and from the right place
· Part of the WAN is not under our control but that of a network provider
· Smart DER communication protocol requirements 
· From LAN perspective, what is the basic minimum that the line should have so that data passes through
· SunSpec expressed belief that (unclear) is the best b/c it is agnostic and can work on any WAN that you have
· Parties discussed application protocols
· Party doesn’t think OpenADR and SEP should be on same line as HTTPS
· Frances noted that XMPP makes is so you never have a direct connection between the utility and the device
· Some parties expressed that they would not like that
· Parties suggest discussing reliable communication over WAN
· SunSpec noted that features they mention are not required but should be considered
· Frances noted that simple is good and using standard approaches is good but determining how secure choices are is important
· Bottom line
· Should provide choice of WAN
· Choice should be driven by functionality, implementation complexity, flexibility, cost, performance and security
· Network transport protocol
· TCP/IP is assumed
· WAN Connectivity
· WAN conditions are not always the same
· TCP/IP can run any WAN
· WAN selection should be driven by cost and service level agreement with network provider
· Parties expressed desire to get cost comparisons to determine how important various cost components are to WAN selection
Frances Presentation on Cyber Security
· Frances clarified that authentication and data integrity are application-to-application
· Frances asked if there will be different security requirements for different types of sites (i.e. small vs large)
· Some parties expressed that there might be
· VPN for larger sites?
· Short vs long sessions?
· Have utility security policies and procedures been clearly established or are they still being worked on?
· Party asked what specific types of policies and procedures are being discussed here?
· Those that relate to DER systems like DER site registration
· Frances noted that the information on this slide is posed as questions because they may not need to be resolved now but do eventually
· Parties asked if we want to prohibit the use of cookies.
· Parties suggested adding session keys to the list of items that need to be discussed b/c parties should think about the minimum requirements for session key meetings
· Parties suggested looking at costs of different security systems
· Having to destroy and reestablish sessions has costs
· Frances suggested that we use the word cost instead of performance
· Impact of cyber security on performance
· Frances noted that a modem is physical and not where the security needs to lie
· Main requirement for authentication, authorization, etc. is up in a higher level
· Frances noted that there is no perfect protocol at this point and there are the technical aspects as well as the training and other aspects that should be considered
· Frances noted that she would not suggest starting from scratch which is why 61850 is being used
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