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SMART INVERTER WORKING GROUP MEETING
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Admin
· The SIWG Phase 2 workshop is Monday starting at 10 AM, and the detailed agenda is available on the Rule 21 website
· Frances asked who from PG&E will be speaking on the cyber security panel, and PG&E noted that Art will cover this session
· Frances expressed desire to use this call as preparation for the workshop
Overview
Frances went over the four main topics to discuss today in preparation for the workshop and noted that the first topic (SIWG Phase 2: Communication Concepts and Status) will be covered at the summary level
· Frances noted that there is a leading candidate as the protocol for interactions with utilities, SEP 2, but that it needs to be refined and discussed in greater detail
· Parties discussed a call that recently took place to discuss protocol
· Did not want to mandate a subscription service as part of the implementation
· One of the issues with SEP 2 is that it does not at the moment have all of the data objects that would be needed so Frances expressed desire to discuss the possible use of IEC 61850 XML schemas to avoid any future discrepancies between SEP 2 and the 61850 model
· Frances noted that this issue needs to be looked at to see if this is possible
· Frances highlighted changes to slides since the last meeting
· The main point of the Current Communication "Agreements" slide is to detail what should be covered in Rule 21
SIWG Communication Protocol Status
· Frances discussed other protocols not in step 2 b/c there is no perfect protocol or existing protocol that can perfectly meet all of the Phase 2 requirements
· Goal is to conceptually identify what is identified in 61850-8-2 b/c this is likely the closest to meeting all Phase 2 needs
· Maps 61850 data objects to XML schema definitions 
· Automatic generation of XSDs through available tools
· Frances discussed shortcomings of 61850
· IEC 61850-8-2 is still under development and has not been released, even as a committee draft
· Parties noted that though it might be feasible to adopt a new object model, it would be a major undertaking
· There might cause compatibility issues
SEP 2 and XMPP Protocol Security
· Parties noted that there are different types of intermediate nodes like XMPP, but there are more lightweight options that do not change the protocol on either end
· Message relay doesn't change the protocol on the endpoints
· Important to remember that there's more than one way to implement the intermediate node
· Parties (utilities) expressed confusion with the intermediate nodes and security. Utility is responsible on its side to make the connection no matter what the intermediate node is
· Parties responded the XMPP is an intermediate node, and intermediate nodes can be under control of the utility
· Frances noted that intermediate nodes must be trusted sites
· Utility noted that this is not enough. Even if it is a trusted site, they must secure the endpoints. They have to re-authenticate on their side of the network to confirm security
· Utility called for security to be enforced somewhere along the chain
· Frances noted that some parties may not want to connect directly to the utility and may want to connect to a third party as an intermediate
· Utilities argued that they still need to adhere to the protocol on the open end
Leading Candidate: SEP 2
· Parties noted that SEP 2 is a good building block
· Not perfect but good for what is being done right now
· Parties discussed scaling protocols
· Frances acknowledged that there are issues with SEP 2 and the RESTful concepts
· RESTful is similar to how the world wide web operates now
· There are issues if one wants data every minute - have to establish the connection and drop it each time and those interactions can be heavy
· Three main problems are compliance with 61850, security and issues with RESTful
· Not deal breakers, but the need to be addressed 
· Possible Security-Related Issue
· Some facility EMS may only allow outbound transport level connections to the communication infrastructure, using their credentials to establish a connection with a trusted party
· Parties discussed how to account for improvements in protocols or the introduction of new protocols over time
· Frances asked if we should state that SEP 2 is the default protocol but that additional protocols can be used if agreed to by all affected parties
· Mandatory protocols must be stated within Rule 21 to maintain interoperability, but Rule 21 can be updated over time.
IEC 61850 Server and Client Graphic
· Parties discussed the need to lower levels of intermediate nodes
Specific cyber security questions to utilities
· Frances asked if the utilities had thoughts on the issues listed in the presentation
· Utilities noted that authentication is more of an issue of who authenticates who at each point of the connection
· Frances expressed desire to move past just the protocol of authentication
· Are there security policies that need to be added to Rule 21 that specify the security procedures and technologies?
· Parties noted that they need certificates in order to verify each other and need protocols to manage these certificates
· Key management
· Parties argued that keys do not need to be managed in a specific way
· Frances stated that a large company will have access to certificate revocations but smaller companies won't 
· Noted that the main question here is about certificate authority 
· This question needs to be answered
· Frances highlighted importance of discussing Role-Based Access Control 
· Frances expressed desire to get aggregators opinions on these issues
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