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Introduction
· Jamie stated that the CPUC will hopefully review materials by the end of the year
· Comments or questions on the draft communications document should be made by November 10th
Topics for Oct. 30, 2014 SIWG Call
· Protocol requirements
· Frances noted that in general it looks like from the perspective of protocol and cyber security, the plan is to start with SEP 2 (IEEE 2030.5) and revise in the future
· SCE asked if SEP 2 is supposed to be used as a WAN, LAN or something else.
· Frances noted that this applies to communications between utilities and aggregators, DER and load management system, and facilities DER and energy management system. It is not internal
· SCE summarized that SEP 2 is used here
· Frances noted that most inverters of today talk to ModBus, and ModBus is not a WAN protocol and should not be run as such. Not matter what the inverter system, there has to be a translation from ModBus to something else b/c it cannot be used wide area.
· ModBus should be not used more than a few feet away from the unit that translates it b/c it is not secure
· It must be translated fairly close to the DER system
· The red arrows on the DER configurations, SEP 2 and other protocols diagram represent SEP 2 communications
· Facility protocol is not set in stone
· Parties discussed inverter requirements
· The requirement for inverter is just to be capable of communication. If it's behind a facility, then the facility energy management system will talk to the inverter however it wants to, but the facility will talk to the utility using SEP 2.
· Parties warned about getting so focused on the long-term that parties forget the short term
· Do not want to fixate so much on future use cases that nothing gets done
· Frances agreed and expressed desire to focus on the short term because it is more important
· Parties discussed short term issues with SEP2
· Frances noted issues that should be discussed and resolved including the following
· Review existing mapping of IEC 61850 mapping to SEP 2 by SunSpec Alliance, and determine what data objects may need to be added or modified
· Determine what SEP 2 features/options should be specified as the SIWG profile
· Determine what configuration could be supported for alarm and even handling
· Determine what cyber security SEP 2 options should be specified.
· Parties discussed these items
· Parties noted the need for a level playing field no matter which options are used
· Frances noted that we can start out tip toeing around methods but not indefinitely 
· Frances asked parties to add to this list
· Parties asked that the following items be added
· administration above and beyond what is in Rule 21
· Develop the grouping concept and requirements for mapping to SEP 2
· Determine the handling of firewalls and in-bound connections (dual client-server configurations)
· Frances noted that parties who want to be a part of small expert group on the subject to email her.
· This group will be the best way to handle these detailed issues
· Short-term cyber security issues
· Frances noted that some of these issues can be handled by trying different things out when you only have a small number of DER sites, but it will become completely unmanageable with a large number of systems
· Frances suggested a smaller group of experts to discuss what cyber security requirements should go into Rule 21 and which decisions can be made later by each utility
· Parties discussed key management
· Frances noted that you cannot just say things are managed through the internet
· A party argued that only certificates are managed
· Frances noted that there is a lot more complexity behind the scenes and that certificates are only part of the issue
· Frances urged parties to comment on the process and leave the technical details for later
Next Steps
· Send emails to join the two groups to discuss cyber security and protocol details
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