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[bookmark: _Toc356910966][bookmark: _Toc370134582]Hierarchical Configuration of DER Systems
Direct control by utilities is not feasible at this time for the thousands if not millions of DER systems “in the field”, so a hierarchical approach is necessary for utilities to interact with these widely dispersed DER systems. Most of these DER systems will be small, such as roof-top PV systems, but some may be greater than a few megawatts.
At the local level, both large and small DER systems are expected to manage their own generation and storage activities autonomously, based on local conditions, pre-established settings, and DER owner preferences. However, those DER systems that are active participants in grid operations must be coordinated with other DER systems and distribution grid devices, and thus would require communications capabilities. For simple facilities, such as a residential home, the DER controllers would provide these communications capabilities. Larger or more sophisticated customer sites would include Facilities DER energy management systems (FDEMS) that could modify these autonomous settings and issue direct commands. The distribution utilities could interact with these DER systems, through the FDEMS if it is available, to occasionally update settings, to broadcast operational or pricing signals, and/or to issue commands. 
In addition, the distribution utilities must interact with regional transmission organizations (RTOs) and/or independent system operators (ISOs) for reliability and market purposes. In some regions, retail energy providers (REPs) are responsible for managing groups of DER systems. 
Although in general DER systems will be part of a hierarchy, different scenarios will consist of different hierarchical levels and variations even within the same hierarchical level. For instance, small residential PV systems may not include any FDEMS or only simple FDEMS, while large industrial and commercial sites could include multiple FDEMS and even multiple levels of FDEMS. Some DER systems will be managed by Retail Energy Providers through demand response programs, while others may be managed (not necessarily directly controlled) by utilities through financial and operational contracts or tariffs with DER owners. Some of the larger, more strategically placed DER systems, such as storage systems located in substations or large numbers of DER systems in a power plant, may be controlled directly by the utility.
For the purpose of understanding and specifying the communication requirements, the first four (4) levels of the 5-Level hierarchical DER system architecture is shown in Figure 1 and described briefly below. In addition, examples of the information models (e.g. IEC 61850 and CIM) and the protocols for transporting the data defined by the models (e.g. DNP3, ModBus, and SEP 2) are shown as yellow arrows.
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[bookmark: _Ref347075480]Figure 1: First 4 Levels of the Hierarchical DER System Architecture Showing Communication Protocols
1. Level 1 DER Systems (green in the Figure) is the lowest level and includes the actual cyber-physical (software plus hardware) DER systems themselves. These DER systems will be interconnected to local grids at Electrical Connection Points (ECPs) and to the utility grid through the Point of Common Coupling (PCC). These DER systems will usually be operated autonomously. In other words, these DER systems will be running based on local conditions, such as photovoltaic systems operating when the sun is shining, wind turbines operating when the wind is blowing, electric vehicles charging when plugged in by the owner, and diesel generators operating when started up by the customer. This autonomous operation is controlled by pre-set software values that are established at deployment, although these values may be modified locally by DER owner preferences with the concurrence of the EPS operator.
Level 2 Facilities DER Management (blue in the Figure) is the next higher level in which a facility DER management system (FDEMS) manages the operation of the Level 1 DER systems. For simple facilities, such as a residential home, the FDEMS may be combined with the DER controllers, basically providing communications capabilities to the Level 1 DER systems. If a separate system, the FDEMS may be managing one or two DER systems in a residential home (e.g. a PV system and an electric vehicle). Larger FDEMS will be managing multiple DER systems in commercial and industrial sites, such as university campuses and shopping malls. Utilities may also use a FDEMS to handle DER systems located at utility sites such as substations or power plant sites.
Level 3 Information and Communications Technology (ICT) Infrastructure (red in the Figure) provided the information exchanges beyond the local site to allow utilities and market-based aggregators and retail energy providers (REP) to request or even command DER systems (typically through a FDEMS) to take specific actions, such as turning on or off, setting or limiting output, providing ancillary services (e.g. volt-var control), and other grid management functions. REP/aggregator requests would likely be price-based focused on greater power system efficiency, while utility commands would also include safety and reliability purposes. The combination of this level and level 2 may have varying scenarios, while still fundamentally providing the same services, including cyber security. 
Level 4 Distribution Utility Operational Analysis (yellow/brown in the Figure) applies to utility applications that are needed to determine what requests or commands should be issued to which DER systems. Utilities must monitor the power system and assess if efficiency or reliability of the power system can be improved by having DER systems modify their operation. This utility assessment involves many utility control center systems, including, but not limited to, Distribution Management Systems, Geographical Information Systems, Load Management Systems, Outage Management Systems, Demand Response systems, as well as DER database and management systems. Once the utility has determined that modified requests or commands should be issued, it will send these out as per Level 3.
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[bookmark: _Toc370134583]Communication Architectures
[bookmark: _Toc370134584]Communication Alternatives
From the DER logical architecture diagrams shown above, it is clear that a number of different protocols may be used in different environments and for different purposes. More than one type of communication media may be used across a network, different protocols may be involved, and different types of information exchanges may be needed. Cybersecurity needs to be “end-to-end” but different media and protocols use different cybersecurity methods, including different cipher suites, different key management approaches, and different network management methods.
Therefore the following issues need to be addressed in any implementation of DER systems that will interact with utilities (starting from the higher GWAC Stack levels down):
What DER functions require communications between utilities and DER systems?
See the CPUC Rule 21 Recommendations document for Phases 1-3.
What (abstract) information models might be used for managing these DER functions?
IEC 61850-7-420 and 90-7 information model for DER monitoring and control
OpenADR information model for demand response pricing information
Common Information Model (CIM) for control center applications
What types of data need to be exchanged between utilities and DER systems, including Facility DER energy management systems (FDEMS), based on the information models? 
Utility-to-DER: 
DER-to-Utility: 
Utility-to-FDEMS: 
FDEMS-to-Utility: 
What (application-layer) communication protocols could be used?
Utilities use DNP3 for SCADA-type data exchanges
Utilities may use SEP 2.0 for some interactions with customer premises
Utilities may use OpenADR XML-based protocol for market interactions 
DER systems use ModBus
New IEC effort to map 61850 to XML over the XMPP protocol (an IETF protocol for instant messaging)
What mappings are available between the abstract information models and the protocols?
EPRI-sponsored mapping between IEC 61850 and DNP3
SunSpec mapping between IEC 61850 and ModBus
SunSpec mapping between IEC 61850 and SEP 2.0
ASHRAE SP 201 is working on such a model
IEC TC57 WG17 is developing an XML-based mapping of 61850
What translations are needed between protocols?
Between DNP3 and ModBus
Between SEP 2.0 and ModBus
Between SEP 2.0 and DNP3 (?)
Between ModBus and XML (?)
What (transport-layer) communication protocols will be used?
TCP/IP for all protocols except ModBus
What communication media will be used?
Utility private WAN
Cellphone network
Public Internet plus facility LAN such as WiFi or cable
AMI backbone network plus “last-mile” media (not likely to be the AMI media)
Combinations of different media, depending upon the type (sensitivity) of the data and the available communication choices
[bookmark: _Toc370134585]Information Models
[bookmark: _Toc370134586]IEC 61850-7-420 / 90-7 Information Model
Utilities need to be able to update all parameters that could affect power system operations, including all the settings for the mandatory and recommended functions. The following diagram illustrates the IEC 61850 information model “Logical Nodes” used for DER. These Logical Nodes are defined in three standards: IEC 61850-7-4, IEC 61850-7-420, and IEC/TR 61850-90-7, with additional details found in IEC 61850-7-3.
IEC 61850 is currently mapped to the following protocols:
MMS (part of the IEC 61850 standard and used extensively in Europe for all 61850 implementations and in the US for substation automation)
XML over XMPP (planned for the IEC 61850 standard but not yet finalized)
DNP3 (mapping sponsored by EPRI)
ModBus (mapping by SunSpec Alliance)
SEP 2.0 (mapping by SunSpec Alliance)
It is out of scope to discuss the details of these Logical Nodes in this document, but the key point is that these data objects are well-defined. See Figure 2.
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[bookmark: _Ref370133740]Figure 2: IEC 61850 Abstract Model for DER Systems

[bookmark: _Toc370134587]Subset of IEC 61850 information model in SEP 2.0
A subset of the IEC 61850 information model has been converted into XML-based data structures and included in the Smart Energy Profile (SEP 2.0). This is illustrated in the high level diagram[footnoteRef:1] below. [1:  Copied from the “Smart Energy Profile 2 9 Application Protocol Standard”, ZigBee Public Document 13-0200-00, April 2013] 
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[bookmark: _Toc370134588]OpenADR for Demand Response Pricing Information
The OpenADR 2.0a and 2.0b profiles provide pricing information for demand response by consumers. Although OpenADR 2.0a has been released, it is still being updated to reflect some cybersecurity improvements which are being incorporated in OpenADR 2.0b.
DER systems, or the FDEMS that manage them, will need to receive OpenADR messages if they expect to participate in demand response programs.

[bookmark: _Toc370134589]Common Information Model (CIM) for Control Center Applications
The Common Information Model (CIM) is used for exchanging information among control center applications, such as metering data from AMI systems, power flow models, contingency analysis, and volt-var optimization. Although some of the data requirements from DER systems may reflect the requirements of these control center applications, the CIM is not expected to be used directly with DER systems.

[bookmark: _Toc370134590]Types of Information Flows
The following sections identify some of the most common information flows between utilities, DER systems, and third parties.  
The terms “broadcast” and “multicast” are used to imply that groups of DER systems are to be reached with the same message, and do not imply any specific communications methodology.
In these discussions, “real-time” is used in the sense of within about a minute, while “near-real-time” can be within an hour or day. Non-real-time is any time.
In summary:
Utility-to-DER: 
Real-time control of larger DER systems
Non-real-time updating of DER settings by the utility
One-way broadcasts of operational emergency commands
One-way broadcasts of demand-response market information
DER-to-Utility: 
Real-time monitored DER data from larger DER systems
Non-real-time forecasts of available DER energy and ancillary services
Non-real-time access to historical and/or statistical information
Utility-to-FDEMS: 
Non-real-time updating of generic DER settings by the utility
One-way broadcasts of operational emergency commands
One-way broadcasts of demand-response market information
FDEMS-to-Utility: 
Aggregated real-time monitored DER data
Aggregated non-real-time forecasts of available DER energy and ancillary services
Aggregated non-real-time access to historical and/or statistical information

[bookmark: _Toc370134591]Utility-to-DER Information Flow
Utilities can send information to DER systems either directly or through an intermediary gateway or system, such as an FDEMS. The types of utility-to-DER information flows include:
Real-time control of larger DER systems: Utilities could decide to directly control certain larger DER systems, possibly because these DER systems could be used to improve the reliability or efficiency of the grid and are therefore worth the cost of such direct control. This control could include modifying the reactive power settings to manage voltage, performing automatic generation control for frequency management, or charging/discharging storage for energy management.
Non-real-time updating of individual DER settings: Non-real-time updates of DER settings may be provided by the utility to the FDEMS (either as a separate system or included in a DER controller) through any communications network. This data is sensitive since it can affect the reliability or efficiency of power system operations. However, the data is generally not very time-sensitive and may be provided hours or even days and weeks before it is used. The communications network would be required to provide at least authentication of the source (the utility) and the receiver (the specified DER system), as well as data integrity measures and possibly confidentiality, but would not be required to provide high availability or high throughput.
Broadcasts/Multicasts of emergency commands: Broadcasts or multicasts of emergency commands require relatively high availability (receipt within seconds or minutes of the emergency command). These types of messages would be infrequent and not require large bandwidth communication channels. However, given the possible impact of unauthorized emergency commands, the cybersecurity requirements are high.
Broadcasts of Demand-Response market information: Demand response can be used to provide incentives for customers to manage not only their loads but also their generation and storage systems. Demand response purposes can be for energy management as well as for ancillary services, such as volt-var control and countering frequency deviations.
[bookmark: _Toc370134592]DER-to-Utility Information Flows
Real-time monitored data of DER status and capabilities: Utilities may require some DER systems to be monitored in real-time, either because the utilities are responsible for controlling them or because they may impact grid operations or because, in aggregate, they can provide current information that allows the utilities to make more informed decisions.
Non-real-time forecasts of available DER energy and ancillary services: Utilities may want to understand what capabilities are available from DER systems for future operations, whether in an hour, a day, or a week. This information is not needed in real-time 
Non-real-time access to historical and/or statistical information: Utilities may want historical or statistical information about individual DER systems or aggregations of DER systems. This data can then be used for planning and analysis purposes.
[bookmark: _Toc370134593]Utility-to-FDEMS Information Flows
Utilities will often need to access DER systems through third parties, such as retail energy providers, aggregators, fleet operators, and commercial/industrial plants that have implemented sophisticate FDEMS systems. In addition, these third parties may take market information from the utility and convert it into specific commands for specific DER systems.
Non-real-time Settings for DERs under REP Management: Since often Retail Energy Providers (REPs) and/or Aggregators will be managing the DER systems belonging to customers or leased to customers, utilities will need to provide the same types of setting updates to the REPs/Aggregators for them to allocate to the DER systems under their management.
Market information for energy and ancillary services: Utilities may also provide pricing information to REPs/Aggregators so that they may manage their DER systems in response to those pricing signals
Direct requests for DER functions: Utilities may provide specific requirements to the FDEMS for them to allocate to the DER systems that they manage, e.g. provide xx vars, start frequency management functions, limit output, etc.
[bookmark: _Toc370134594]FDEMS-to-Utility Information Flows
FDEMS and third parties will genericize and aggregate the information from the DER systems that they manage 
Aggregated real-time monitored DER data: FDEMS may aggregate the relevant DER data to provide to the utility
Aggregated non-real-time forecasts of available DER energy and ancillary services: Utilities may need to understand the forecasts of DER capabilities over the next hours, days, and weeks. The FDEMS can aggregate this forecast information from the DER systems under their management.
Aggregated non-real-time access to historical and/or statistical information: FDEMS can aggregate historical and statistical information for use by the utility.

[bookmark: _Toc370134595]Protocol Translation Configurations 
Although it is expected that all utilities, FDEMS, and DER systems will use the TCP/IP communications capabilities for the lower transport layers, these systems may not use the same upper application layer protocols, particularly initially. At this time there are many different upper layer protocols being used in the DER-utility domain, with no single standard or even family of standards fully accepted by all stakeholders. 
Therefore it is expected that protocol translations will be needed, at least initially. wo basic configurations can be used for translating between different protocols, namely translations within the utility environment and translations within the facility environment. In both cases, a “gateway” or other system provides this translation, with two protocol stacks. 
These gateway systems could perform one-to-one translations “on the fly” or could use a database to store-and-forward data between the utility and the DER systems. Some gateways could include applications that aggregate information, analyze some types of data, and perform security checking. See Figure 3.
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[bookmark: _Ref370133311]Figure 3: Generic Utility-to-DER Communications Gateway, Translating between Protocol #1 and #2
[bookmark: _Toc370134596]Translators Provided by Utility 
Both types of gateways could be supported by a utility. For instance, the utility could provide the translation capabilities for many of the smaller DER systems. These gateway translators could be place in substations or other utility facilities. See Figure 4.
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[bookmark: _Ref370133282]Figure 4: Utility Gateway, translating XML/XMPP, SEP2, and/or ModBus to DNP3
[bookmark: _Toc370134597]Translators Provided by DER Owner 
For larger facilities, the DER owners may choose to provide their own translators in their FDEMS systems, and thus be able to select which protocol to translate to. See Figure 5.
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[bookmark: _Ref370133568]Figure 5: FDEMS Gateway, Translating XML/XMPP and/or DNP3 to ModBus
[bookmark: _Toc370134598]SDG&E Configuration
SDG&E has designed a similar configuration. See Figure 6.
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[bookmark: _Ref370133618]Figure 6: SGD&E Configuration

[bookmark: _Toc370134599]Cybersecurity Requirements for Communications
[bookmark: _Toc356910983][bookmark: _Toc362518833][bookmark: _Toc370134600]Cybersecurity for Communications
Requirement: The DER systems shall have communications capabilities and security control mechanism that comply with all applicable System Requirements (SRs) of standard ISA 99.03.03 for Security for Industrial Automation and Control Systems: System Security Requirements and Security Assurance Levels, Draft 2, Edit 30, published September 2010. It is also desirable (but not required) that the inverter and its associated computing components shall be ISA-099 certified/accredited. 
In general, DER systems shall be hardened to prohibit unnecessary functions, ports, protocols and/or services. DER systems shall be securely provided with security certificates from authorized Certificate Authorities which can be used to authenticate the device. These security certificates shall be provided initially by the manufacturer and subsequently whenever the DER systems’ role changes. All information exchanges shall ensure the authenticity of both the sender and the receiver. Communications integrity, including tamper detection, replay prevention, and reasonability checking, shall be ensured for all information exchanges. Confidentiality of selected information exchanges shall be supported. Role-based access control shall be used to define the rights and privileges of all users accessing the DER systems. User passwords shall be securely stored and transmitted. All events, including security-related events, shall be logged with an accurate timestamp. This audit log shall also be secured against unauthorized modification and shall be available to authorized users. On loss of communications for an extended period, DER systems shall enter a predefined default state.
[bookmark: _Toc370134601]Major Cybersecurity Requirements for Communications
The major cybersecurity requirements are shown below. The first four rely primarily on cryptography and require key management methods, while availability may rely more on engineering strategies and other non-cryptographic methods. However, the best approach is to use both cryptography and good engineering practices to secure the interactions between utilities and DER systems.
Authentication of the systems, devices, and applications that are sending and receiving data – generally the most important security requirement.
Data integrity of all interactions and of information within the systems – also fundamentally necessary. Data integrity of messages usually implies detecting tampering since it is not possible to prevent messages from being destroyed or modified, but it is possible to detect these actions.
Confidentiality is usually for financial, corporate, or private data, but not usually for normal power system operational data exchanges.
Non-repudiation ensures that some entity cannot deny having received or acted upon a message. Often non-repudiation is necessary for interactions linked to contractual requirements. Digital signatures using cryptographic keys are a common method for providing non-repudiation.
Availability of the interactions can range from milliseconds to hours or days. Unlike the other cyber security requirements, availability generally relies on engineering design, configuration management, redundancy, functional analysis, communication network analysis, and engineering practices.
Security must be end-to-end between the utility and every end-point (DER system or FDEMS) and therefore the different security solutions and implementations by different vendors should be interoperable.
[bookmark: _Toc370134602]Authentication Requirements
The following are main steps for authentication
Validate and register the identity of users (birth certificates, passports) and devices and applications (manufacturer certificates that are cryptographically secure)
Establish the authorizations and privileges of each role in Role-Based Access Control (RBAC) (reference IEC 62351-8)
Establish key management for all cryptographic functions to provide and update cryptographic keys as necessary (reference IEC 62351-9)
Require the authentication of all interactions between users and applications (e.g. passwords), and between different applications (e.g. using cryptographic keys based on security certificates)
Revoke user access and/or privileges when a user or an application’s role changes
Deregister applications and revoke any certificates or tokens if an application is decommissioned or its security is compromised
Establish alarm and event logs that report anomalies in authentication
[bookmark: _Toc370134603]Data Integrity Requirements
Integrity of information should use both cryptographic techniques and good engineering practices.
Integrity of information being transmitted relies on cryptography, specifically message authentication codes (MAC hashes) which use cryptographic keys to ensure that any tampering of information can be detected (not prevented). 
Often integrity cryptography is combined with authentication, such as with digital signatures with certificates. 
Key management is required for integrity since keys must be updated
Data entry by users and software applications should be checked for validity as much as possible, including reasonability of values, and where possible, cross-checked by algorithms, visual displays, testing, or other mechanisms. 
Integrity checking of information should apply not only for message exchanges, but also database access, installing software patches, updating software applications, and modifying configurations.
[bookmark: _Toc370134604]Confidentiality Requirements
The first step is to identify those interactions that require confidentiality. 
Although sometimes all messages are encrypted for convenience, this is not necessarily true for all interactions
Confidential interactions usually involve corporate, financial, customer, and market information
Privacy (personal information) can also be considered confidential, but may require additional management if aggregations are used for planning or other functions
Confidentiality relies on encryption algorithms which use cryptographic keys to prevent eavesdropping. Usually these encryption algorithms are combined with integrity cryptography (MACs) to create authenticated encryption cipher suites and ensure both confidentiality and integrity.
Key management is required for managing the security keys used for confidentiality.
Some specifications identify specific cryptographic algorithms. Selecting one cipher suite may be appropriate for interoperability, but should not preclude the use of other and newer cipher suites, since this is an evolving field
[bookmark: _Toc370134605]Availability Requirements
The first step is to determine availability requirements for all types of interactions. Availability is generally related to timing of receiving and sending data. In particular, What timing latency is required? How closely monitored and alarmed must that timing be? 
Most mitigations of availability involve establishing good engineering practices:
What kind of redundancy should be implemented, including equipment, communications, applications, users, systems, control centers
Monitoring, analysis, and control can detect and cope with availability issues, including network management, sensors, digital fault recorders, SCADA systems, power system state estimation, contingency analysis, alarm/event logs, time synchronization
Testing of systems, including configuration testing, rollback capability, patch testing, and communication through-put testing
Training of users, including power system training and security training
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