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This presentation gives a short technical introduction to the XMPP 

technology as used in a Danish R&D project called ’SDVPv2’ (Control 

Your Heat Pump – version 2).

The main purpose of the project is to test XMPP as a possible technology 

candidate for data communication to a large number of small DER units 

(domestic heat pumps).

Introduction

Why XMPP?

� No firewall and no-public IP (GPRS) issues

� Information Security

• Encrypted and authenticated data with client login

� Awareness is build-in (presence notification)

� Open source 

� Scales for large number of clients (Skype, Messenger...)
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Development steps in the project – from high-level prototyping to low-level 

embedded implementation

Steps in the prototyping process
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Heat pump installation and information model
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Measurement: 
H=heat energy, F=flow, T=temp
W=electric energy, M=power consumption
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Heat pump information model - measurements

SDVPv1 IFIV (Informationsliste_20120531) 61850

Nameplate data DHTP

- (can be calculated) 4.2.1 – Heat energy from house to HP MHET.HeatOut

- 4.2.2 – Heat energy to house from accu. tank Same instance as 4.2.1

- 4.2.3 – Heat energy to accu. tank Same instance as 4.2.4

- (internal to the HP) 4.2.4 – Heat energy to domestic hot water tank MHET.HeatOut

- (can be calculated) 4.2.5 – Heat energy from domestic hot water tank MHET.HeatOut

acc.hflow 4.2.6 – Flow of heat to house MFLW.FlwRte

acc.htfwd 4.2.7 – Input temperature of water for heating STMP.Tmp

acc.htret 4.2.8 – Temperature of water returned for heating STMP.Tmp

? 4.2.9 – Energy MMTR.TotWh

acc.pwhp 4.2.10 – Power consumption MMXN.Watt

acc.tttop 4.2.11 – Temperature of water in domestic hot water tank STMP.Tmp

acc.wflow 4.2.12 – Flow of domestic water MFLW.FlwRte

acc.wcin 4.2.13 – Temperature of water to domestic hot water tank STMP.Tmp

acc.whout 4.2.14 – Temperature of water from domestic hot water tank STMP.Tmp

- (N/A in SDVP) 4.2.15 – Temperature of water in accumulating tank STMP.Tmp

acc.rtind 4.2.16 – Indoor temperature STMP.Tmp

acc.rtoutd 4.2.17 – Outdoor temperature STMP.Tmp
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Heat pump information model – status, control and settings

SDVPv1 IFIV (Informationsliste_20120531) 61850

Status

4.3.1 – Running status DHTP.?, LLN0.Loc

4.3.2 – Operational mode DHTP.OpModSt

Control

pws_relay1 4.4.1 – Start / stop KPMP.OpCtl, PMRI.StrInh

4.4.2 – Start / stop according to schedule DSCH, DSCC ?

comfort_min, comfort_max 4.4.3 – Temperature setpoint FSPT.SptVal

4.4.4 – Temperature setpoint according to 

schedule

DSCH, DSCC ?

enstyrerapp_mode 4.4.5 – Operational mode DHTP.OpMod

4.4.6 – Operational mode according to schedule DSCH, DSCC

Settings

comfort_min, comfort_max 4.5.1 – Wanted indoor temperature FSPT.SptVal

4.5.2 – Wanted domestic hot water temperature FSPT.SptVal

4.5.3 – Local / remote
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ACSI used in the information exchange

61850-7-2 – ACSI Description

Session

Associate Establish a connection session between a client and a server

Abort Breaks a session (in-process and in-queue service calls are cancelled)

Release Closes a session (in-process and in-queue service calls are processed)

Directory Services to browse a 61850 server

GetServerDirectory Lists all logical devices

GetLogicalDeviceDirectory Lists all logical nodes

GetLogicalNodeDirectory Lists all data objects

GetDataDirectory Lists all data attributes belonging to a data object

GetDataSetDirectory Lists all references to members of a data set
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ACSI used in the information exchange

61850-7-2 – ACSI Beskrivelse

Read data

GetDataValues Reads one or more data objects

GetDataSetValues Reads all data objects referred by a data set

Write data

SetDataValues Writes to one or more data objects

SetDataSetValues Writes to all data objects referred by a data set

Operate Performs an ”Operate” on a data object

Reporting – BRCB Event driven reporting (BRCB = Buffered-Report-Control-Block)

Report Used by server to send a report

GetBRCBValues Fetches attributes of a control block

SetBRCBValues Writes attributes of a control block

Logging Event driven or periodic triggered logging of values

GetLogStatusValues Get the status values of a log

QueryLogByTime Fetches log entries based on a time interval

QueryLogAfter Fetches log entries based on an entry ID

GetLCBValues Fetches attributes of a log control block

SetLCBValues Writes attributes of a log control block
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Software layers

SDVP client application

SDVPv2 library

XMPP library

XMPP wrapper
Data structs 

& data types

ACSI
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Software interfaces
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1. The API for interfacing the Java library

2. The API for interfacing the C library

3. The XMPP message format between the XMPP clients, referred to as ‘XMPP data model’.



ROSTER groups

• Vendor

– Firmware update

– Reading a specified set of measured values

• Total running time [h], energy [kWh], heat energy delivered [kWh/J], ...

• Service Provider

– 61850 according to the information model

• User

– Read / change set points

– Reading a specified set of measured values
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PRESENCE

• Initial Presence

– After sending initial presence, an active resource is said to be an "available 
resource".

• Priorities

– -128 to 127

– Highest number vil receive messages

– Negative numbers vil only receive messages send directly to the clients full 
JID

• Subscription

– None, to, from, both, remove

– Used to fetch the full JID
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Information Security overview

Data communication

open_stream ()

stream_features(bind, session)

...

...

Bind + Session + Compress

Login

XMPP 

Server

XMPP 

Client

open_stream ()

stream_features(tls, ...)

open_stream ()

stream_features(auth,mechanism,...)

start_tls()

proceed()

Initialization and TLS setup

(written in clear text)

auth ()

success()

open_stream ()

stream_features(comp., bind, session)

bind (resource)

result(jid)

session()

result()

compression(zlib)

compressed()

Note: Auth consist of more

Messages than illustrated
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Information Security on-the-wire example

RECV: <stream:stream xmlns="jabber:client" xmlns:stream=…>

SENT: <?xml version='1.0' encoding='UTF-8'?>

<stream:stream xmlns:stream=… xmlns="jabber:client” id="36fed790“ >

SENT: <stream:features>

<starttls xmlns="urn:ietf:params:xml:ns:xmpp-tls“></starttls>

<mechanisms xmlns="urn:ietf:params:xml:ns:xmpp-sasl">

<mechanism>DIGEST-MD5</mechanism>

<mechanism>PLAIN</mechanism>

<mechanism>ANONYMOUS</mechanism>

<mechanism>CRAM-MD5</mechanism>

</mechanisms>

<compression xmlns="http://jabber.org/features/compress">

<method>zlib</method>

</compression>

<auth xmlns="http://jabber.org/features/iq-auth"/>

<register xmlns="http://jabber.org/features/iq-register"/>

</stream:features>

RECV: <starttls xmlns="urn:ietf:params:xml:ns:xmpp-tls"/>

SENT: <proceed xmlns="urn:ietf:params:xml:ns:xmpp-tls"/> 

RECV: <stream:stream to="einsteinium" xmlns="jabber:client" xmlns:stream=…>

SENT: <?xml version='1.0' encoding='UTF-8'?>

<stream:stream xmlns:stream=… xmlns="jabber:client“ id="36fed790“ >

<stream:features>

<mechanisms xmlns="urn:ietf:params:xml:ns:xmpp-sasl">

<mechanism>DIGEST-MD5</mechanism>

<mechanism>PLAIN</mechanism>

<mechanism>ANONYMOUS</mechanism>

<mechanism>CRAM-MD5</mechanism>

</mechanisms>

<compression xmlns="http://jabber.org/features/compress">

<method>zlib</method>

</compression>

<auth xmlns="http://jabber.org/features/iq-auth"/>

<register xmlns="http://jabber.org/features/iq-register"/>

</stream:features>

http://www.ietf.org/rfc/rfc2831.txt

RECV: <auth mechanism="DIGEST-MD5" xmlns=“…:xmpp-sasl“></auth>

SENT: <challenge xmlns=“…:xmpp-sasl">cmVhbG … c2Vzcw==</challenge>

RECV: <response xmlns=“…:xmpp-sasl">Y2hhcna … pdW0i</response>

SENT: <success xmlns=“…:xmpp-sasl">cnNw … mY2Mg==</success>

RECV: <stream:stream to="einsteinium" xmlns="jabber:client" xmlns:stream=… >

SENT: <?xml version='1.0' encoding='UTF-8'?>

<stream:stream xmlns:stream="http://etherx.jabber.org/streams" 

xmlns="jabber:client" from="einsteinium" id="36fed790" 

xml:lang="en"  version="1.0">

<stream:features>

<compression xmlns="http://jabber.org/features/compress">

<method>zlib</method>

</compression>

<bind xmlns="urn:ietf:params:xml:ns:xmpp-bind"/>

<session xmlns="urn:ietf:params:xml:ns:xmpp-session"/>

</stream:features>

RECV: <iq id="5H71R-0" type="set">

<bind xmlns="urn:ietf:params:xml:ns:xmpp-bind">

<resource>Smack</resource>

</bind>

</iq>

SENT: <iq type="result" id="5H71R-0" to="einsteinium/36fed790">

<bind xmlns="urn:ietf:params:xml:ns:xmpp-bind">

<jid>ts1@einsteinium/Smack</jid>

</bind>

</iq>

RECV: <iq id="5H71R-1" type="set">

<session xmlns="urn:ietf:params:xml:ns:xmpp-session"/>

</iq>

SENT: <iq type="result" id="5H71R-1" to="ts1@einsteinium/Smack"/>

RECV: <compress xmlns='http://jabber.org/protocol/compress'>

<method>zlib</method>

</compress>

SENT: <compressed xmlns='http://jabber.org/protocol/compress'/>

RECV: <stream:stream to="einsteinium" xmlns="jabber:client" 

xmlns:stream="http://etherx.jabber.org/streams" version="1.0“>

SENT: x ...^M ڌ

Clear

text
(Wireshark)
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Data example – Jabber-RPC (XEP-0009)

<iq type='set' 

from='requester@company-b.com/jrpc-client' 

to='responder@company-a.com/jrpc-server' 

id='rpc1'>

<query xmlns='jabber:iq:rpc'>

<methodCall>

<methodName>examples.getStateName</methodName>

<params>

<param>

<value><i4>6</i4></value>

</param>

</params>

</methodCall>

</query>

</iq>

<iq type='result' 

from='responder@company-a.com/jrpc-server' 

to='requester@company-b.com/jrpc-client' 

id='rpc1'>

<query xmlns='jabber:iq:rpc'>

<methodResponse>

<params>

<param>

<value><string>Colorado</string></value>

</param>

</params>

</methodResponse>

</query>

</iq>
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Data example – SOAP (XEP-0072)

<iq from='requester@example.com/soap-client'

id='soap1'

to='responder@example.com/soap-server' 

type='set'> 

<env:Envelope

xmlns:env="http://www.w3.org/2003/05/soap-envelope"> 

<env:Body>

<p:itinerary 

xmlns:p="http://travelcompany.example.org/reservation/trav

el">

<p:departure> …</p:departure>

</p:itinerary>

</env:Body>

</env:Envelope>  

</iq>

<iq from='responder@example.com/soap-server' 

id='soap1'

to='requester@example.com/soap-client' 

type='result'>

<env:Envelope

xmlns:env="http://www.w3.org/2003/05/soap-

envelope"> 

</env:Header>

<env:Body>

<p:itineraryClarification 

xmlns:p="http://travelcompany.example.org/rese

rvation/travel">

<p:departure>…</p:departure>

<p:return>…</p:return>  

</p:itineraryClarification>

</env:Body>

</env:Envelope>

</iq>
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XEP-0009: Jabber-RPC (XML-RPC over XMPP)

http://xmpp.org/extensions/xep-0009.html

XEP-0072: SOAP Over XMPP (fra 2005!)

http://xmpp.org/extensions/xep-0072.html

XEP-0050: Ad-Hoc Commands

http://xmpp.org/extensions/xep-0050.html

Libraries

Libstrophe – An XMPP library for C (MIT and GPL license)

Iksemel – Fast and portable XML parser and Jabber protocol library 

(LGPL license)

Smack – XMPP for Java

More on: http://xmpp.org/xmpp-software/libraries/

More information about XMPP
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