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NEMA Comments on "45-Day" Prqmd  forntle 24 P m k CosunrnkatiPg 
Thermodrt (PCT) Regalregeats 

NEMA is the trade association of choice for the electrical manufactwing industry. Founded in 
1926 and headquartered near Washington. D.C., its approximately 450 member companias 
manufactureproduds used in the gemration, transmission and distribution, control, and end-use 
of electricity, including residential and c~nmercialthermostats. 

Residential thermostats are within the scope of the Residential and Commercial Controls 

Section. Participating companies concerned with the CEC PCT initiative are Apcom, Inc.; 

EmersoniWhitcRudgers; GEConsumer& Indushial; Honeywell, Inc.; and Johnson Controls, 

Inc. 


NEMA has been involved in PCT discussions with the CEC since long before the first draft 
regulatory text was issued for comment and NEMA remains committed toworking with the 
Commission on this matter. 

fAs stated in NEMA comments submitted on previous proposed CEC requirements for PCTs, we 
are very concerned that the proposed requirements 1) am not clear, 2) are not complete, and 3) 
prescribe f e a m  that add cost and complexity to the PCT without providing sigruficant value. 

With reference to the 45-day language itself, the main text for Section 1 12(c), Thermostats, 
states that a PCT [will be] "certified by the manufacturer to the Energy Commission to meet the 
requirements of Subsections" 1 12(c)( 1) for "Setback Capabilities" and 1 12(c)(2) for 
"Communicating Capabilities" for "Price Events" and "Emergaocy Events." No mention is made 
of section 1 12(c)(3), "Other Required Capabilities". 

C 



N W  to CEC re PCTs 
December 14.2007 

Page 2 

This is quite codhhg beoeuse a h c t  inkpret&on of the 11Z(c) text would not require a 
marmfaeturar of a PCT b cer@@ to the Coamiseion that the requimnsnts of 1 12(c)(3). "Other 
RasuiradCawbilitiaS* a~cmatbytbcproQpct. B~ov~~thetQstof112(c~)irnp~thataPCT 
m u s t a l e o ~ t h o o e ~ ( ~ ~ ~ * b i p ~ , ~ t g m m a l  
mappkg, rsndDmizbd sctpoiat reftnn end -). Some ctPrifk&m is needed in this 
iastsnct. The Conmiasion must anot~e that the requiKats PCT mfnuhicbHefir must meet are 
clausothattheycanbema. 

Corwmhg the Reference Joint Appendix JAS, we have some major concerns as well. 

First, the new JA5 reqvires the PCT to suppmt a firmwlrre upgrade while also allowing revmion 
to the original firmware. AMmgtt this requhment adds a b t  of complidon to the themoatat, 
there is w ayylletioan or justification in tbe appendix or the 45-day lmguap about why this 
capability is required. It is unrealistic that the CEC would require bomeownm to do the 
firmware upgrade tbaasclves, so it is not rePlistic to requin this for all devices. While some 
~~ naay design some models with this capability, we diaqpec this should be a Title 
24 requirement. 

Second, the JA5 states that the PCT must be mPdc aQfressable by utility, area, substation, fda, 
billing point, dmmd mpom p r o m  sdting Rdio *ns, and possibly providing a public 
security key. This mquim the unit to eccGpt a 26-to-28 hex chmcter string. The thamosW 
must have the ability to enter the hex chPFacter string and display it for cbacking. It is not ckar 
how the homeowner or installer is to oWPin this hex chraroter string. Moreover, we feel it would 
be very difficult to enter ond displny this hex chwackv strhg in a d - e f f d v e  ~~ user 
inmfice. Evan if the user krtsrface problaars are dved,  manually entaing a 26 to 28 hex 
characta string mywhae will be very chdenghg b r  bomeownem llnd installers to do without 
error. 

ThiPd, accordmg to JA5, meages sent to the PCT will not be encrypted but will be -tally 
signed. W e ~ U l i s i s t o e n a b l e t h c u D i t t o r e j ~ ~ p t h a t ~ n o t p r o p e r l y 8 i ~  
with the private keys In the stated mathod, the tfierwKltat must M v e  the system owner's 
public keys and the system operator's pubk key. To accomplish this, the documents dascribe an 
activation process. Firat, at mmkhtre, each themostat is embeddsd with a random number 
thatcaabestarodin256bits. A t ~ o n , t h e ~ ~ o r i n s b a l l a r i s t o & e v e ~  
random number from the thermostat displny. The komcowner is to contact the system aperator 
and provide this number, by phone, fbr example. TBe system owner's public keys and the syattm 
operator's public key are then b-ast by radio in such a way that only a device that knows that 
random wmber can retrieve the public d t y  keys. We see a large pmblem here. 

Two hundnd fifty& bits can represent a very lage number with over 70 numaale. JA5 does 
not state how many digits the number will have. We believe that it is not reasonaMe for a 
homeowner or iastoller to retrieve a large number fhm a display, record it manually, and 
transmit it by phone. If addmss& is done witb eattry of hex c h t a s  locally, why are multiple 
private keys needed h r  activation? If there were one or two sgeswide private keys, the 




